Objectives. To assess the feasibility of chronic disease surveillance using distributed analysis of electronic health records and to compare results with Behavioral Risk Factor Surveillance System (BRFSS) state and small-area estimates.
P ublic health agencies, clinicians, regulators, and community organizations require timely and accurate data on the prevalence and incidence of key health indicators at the state and local level to identify health disparities, trigger interventions, and evaluate programs. 1 Officials have traditionally used death records, claims databases, and specialized surveys to monitor chronic diseases. Two surveys in particular account for the majority of US public health agencies' data on chronic conditions: the Behavioral Risk Factor Surveillance System (BRFSS) and the National Health and Nutrition Examination Survey (NHANES). [2] [3] [4] Both of these surveys provide rich data on health conditions and health behaviors but also have important limitations in their timeliness, accuracy, breadth, and cost. BRFSS is a national continuous randomdigit-dial landline and cellphone survey that collects self-reported data on health outcomes and health behaviors from approximately 500 000 adults each year. 3, 5 Strengths of the system include its large sample size and the inclusion of data on health-related behaviors that are poorly documented in paper and electronic medical records (e.g., food choices, exercise, seatbelt use). All states and many large cities participate in the survey. The limitations of BRFSS include a 2-to 3-year delay between data collection and data publication, lack of data on children and people without telephones, reliance on selfreports rather than clinical measures, limited capacity to estimate the prevalence of rare conditions, limited coverage of smaller cities and towns, and limited data on smaller demographic groups such as Native Americans. 3, [5] [6] [7] NHANES, by contrast, organizes in-person testing for a nationally representative sample of adults. 8, 9 The evaluation includes both a questionnaire and detailed medical, dental, and physiological measurements. The sample includes about 5000 people per year. NHANES provides very rich clinical and behavioral data, but the survey is expensive and its small sample size precludes the possibility of estimating state and local disease rates, tracking rare conditions, or estimating disease rates in some minority populations. As with BRFSS, there is typically an interval of years between data acquisition and data publication. Some states have used small-area estimation techniques to derive more granular estimates at the county, community, or neighborhood level using BRFSS data combined with US Census data. Recent funding cuts for BRFSS, however, have decreased some states' sample sizes to the point that small-area estimation is no longer feasible without combining multiple surveys across multiple years.
The increasingly widespread adoption of electronic health record (EHR) systems provides a potential new surveillance option to complement BRFSS and NHANES. [10] [11] [12] [13] [14] [15] EHRs include detailed clinical data on very large populations and are updated continually. In addition, the data are in electronic format and arrayed in structured fields, so it is possible to create programs that can automatically analyze the data on a routine basis to produce timely, granular, and detailed surveillance summaries.
14 A number of model EHR-based surveillance systems now exist, but little is known about whether they can provide reliable estimates of disease prevalence at the state or local level. 16 A major theoretical limitation of EHRs is that population coverage is not random. EHRs only include data on patients affiliated with a specific clinical practice (which may be biased by factors such as location, target population, services offered, insurance types accepted, and population insurance coverage rates). 17 In addition, EHRs include only data on the subset of the population that seeks care, and on the tests and conditions that clinicians order and diagnose in the course of routine care (rather than systematically testing all patients). These factors may bias EHRs toward greater coverage of women, children, and sicker individuals.
Given these questions, we sought to characterize the capacity of EHRs to estimate state and local disease rates in Massachusetts. We analyzed 5 test conditions-diabetes, asthma, smoking, hypertension, and obesity-using EHR-data derived from the MDPHnet public health surveillance platform and compared results with BRFSS state and small-area estimates using the Centers for Disease Control and Prevention's (CDC's) 500 Cities data for 13 Massachusetts communities.
10,11

METHODS
MDPHnet is a distributed health data network in Massachusetts that permits authorized public health officials to submit detailed queries against the EHR data of 3 large multispecialty group practices that serve a combined patient population of approximately 1. To estimate disease prevalence, MDPHnet users submit 2 queries: (1) to find the count of patients with a specified outcome (observed patients, the numerator) and (2) to determine the total count of patients in the population (observed population, the denominator). MDPHnet users can define diseases of interest (the numerator) using combinations of vital signs, laboratory test results, diagnosis codes, and prescriptions. The observed population (the denominator) is defined as the count of patients with at least 1 outpatient visit of any kind in the health care system in the 2 years prior to the index date of the query.
MDPHnet users can adjust disease prevalence estimates for age (10-year bands), gender, and race/ethnicity by having MDPHnet stratify the observed population by these factors. Within each stratum, MDPHnet projects the number of patients with the disease of interest by multiplying the prevalence of the disease in each stratum per MDPHnet by the total number of people in the stratum per the 2010 US census. Users can then calculate the projected number of patients with the disease across all strata by summing the projected counts per stratum. The adjusted prevalence of disease is the projected number of patients with the disease of interest divided by the size of the census population. Users can limit queries to select regions or towns in Massachusetts to generate observed and adjusted estimates for a particular location. Patients are assigned to a location on the basis of their home zip code. Patients' ages are calculated as of the index date of the query.
We assessed the feasibility and comparability of MDPHnet disease estimates using diabetes (type 1 and type 2 combined), asthma, smoking, hypertension, and obesity in adults as test cases. We defined diseases using combinations of diagnosis codes, vital signs, laboratory tests, and prescriptions as appropriate to each condition (see the box on page 1408). We designed these algorithms through consultation with expert clinicians and public health practitioners and validated them through targeted chart reviews. 21 We submitted queries for the 5 test conditions via MDPHnet to the 3 participating clinical practices, using January 1, 2014, as the index date for the query. We limited all queries to patients with at least 1 encounter in the 2 years preceding the index date to focus the evaluation as well as possible on patients actively associated with each practice. We chose the index date of the query (January 1, 2014) to facilitate comparison with BRFSS state and small-area estimates (MDPHnet data are updated weekly, but 2014 is the most recent year for which BRFSS data are available). We adjusted MDPHnet surveillance results for age, gender, and race/ethnicity. We aggregated results from each clinical partner for analysis.
We compared MDPHnet adjusted prevalence estimates for each of the 5 test conditions against statewide BRFSS data and small-area estimates. We obtained small-area estimates from CDC's 500 Cities initiative, which includes data on 13 Massachusetts communities.
22 CDC derived the 500 Cities small-area estimates by developing regression models to relate census data to BRFSS survey data at the state level and then applying the regression models to census data from small areas to predict local disease rates. 23 , 24 We compared city-level MDPHnet crude and adjusted disease prevalence estimates with the BRFSS 500 Cities small-area estimates using Pearson correlation coefficients. We assessed associations between MDPHnet's census coverage rate per city and the relative difference between MDPHnet and BRFSS small-area estimates by scatter plot.
RESULTS
The MDPHnet population under surveillance included 1 073 545 adults aged 20 years and older with at least 1 encounter in the 2 years preceding January 1, 2014. This corresponds to 21.8% of the Massachusetts adult census population from 2010. Absolute sample sizes for MDPHnet in the 13 comparison cities included in the study ranged from 410 (Springfield) to 138 369 (Boston). City-level estimates for the 5 target conditions in MDPHnet and CDC's 500 Cities BRFSS small-area estimates are tabulated in Table 1 . In addition, Figure 2 plots the correspondence between MDPHnet estimates and BRFSS small-area estimates for all cities and all conditions. Correlation coefficients for MDPHnet city-level estimates versus BRFSS small-area estimates ranged from 0.646 to 0.890. Estimates matched best for diabetes (correlation coefficient = 0.890) and hypertension (correlation coefficient = 0.828). There was greater variability in the estimates for smoking (correlation coefficient = 0.747), asthma (correlation coefficient = 0.672), and obesity (correlation coefficient = 0.646). For smoking in particular, there were a few towns in which MDPHnet estimates were less than half the corresponding BRFSS small-area estimates.
Pearson correlation coefficients for MDPHnet crude and adjusted prevalence estimates versus BRFSS small-area estimates are shown at the bottom of Table 1 . Adjusting for differences in the age, gender, and race/ ethnicity distribution between the MDPHnet observed population and state and local census populations improved the correlation between MDPHnet and BRFSS small-area estimates for all conditions. There was limited correlation between MDPHnet census coverage rates and the relative differences between MDPHnet estimates and BRFSS small-area estimates ( 
DISCUSSION
Tracking the prevalence of key conditions and health behaviors at the state and community level is a core need for public health agencies. Health departments have traditionally relied on BRFSS and NHANES to estimate disease rates, but these instruments have many limitations, including high cost, limited sample sizes, substantial delay between data acquisition and publication, and, in the case of BRFSS, reliance on self-reports. We demonstrate that automated analyses of EHR data held by large practices compare favorably with traditional surveys. MDPHnet's statelevel estimates of the prevalence of diabetes, asthma, smoking, hypertension, and obesity closely matched BRFSS estimates. MDPHnet disease estimates at the city level showed moderate to high levels of correlation with CDC's small-area estimates, albeit with some significant outliers.
Advantages of EHR-Based Surveillance
There are many potential advantages to using routinely collected EHR data for routine chronic disease surveillance. The data are timelier than traditional surveys (MDPHnet data are updated weekly), they include clinical measures rather than selfreports, they include data on very large numbers of patients, and they are available in digital format, thus speeding acquisition and readiness for analysis. The timeliness of the data allows for the possibility of evaluating public health interventions in near real time to inform the need for midcourse corrections to optimize the probability of success. The inclusion of data from very large numbers of patients permits more granular analyses than are possible with traditional surveys, including small-area estimates using direct observations rather than statistical extrapolations, surveillance for rare diseases (e.g., type 1 diabetes), and monitoring the health of minority populations. In addition, EHR data can be used to evaluate patterns of care, health care utilization, and laboratory parameters that are either too complicated or too onerous to collect using manual surveys. For example, one could evaluate the percentage of patients with diabetes who have been evaluated for microalbuminuria, the percentage of patients with asthma prescribed controller medications, or the percentage of patients with hypertension under adequate control.
A major concern with using EHR data to track chronic disease rates has been the question of whether EHR-based disease estimates are representative of the general population given that the populations covered by EHRs are not random and the data in EHRs are based on clinicians' targeted assessments of selected patients rather than total population screening. 17 Our analysis suggests that EHR-based estimates drawn from multiple large populations can approximate traditional surveillance sources well, particularly at the state level. Some of the factors that may contribute to the robustness of MDPHnet's state-level estimates include the very large number of patients under surveillance (approximately 20% of the state population), the inclusion of data from a diverse set of practices (including a practice geared toward privately insured middle-income patients, a safety net provider, and a network of community health centers), and the availability of tools to adjust estimates for differences in the age, gender, and race/ ethnicity distribution between the observed population and the census population of the target surveillance area. The high rate of insurance coverage in Massachusetts may also account for some of the success of MDPHnet by increasing the breadth of patients engaged in clinical care.
Sources of Error in MDPHnet and 500 Cities Estimates
Correlations between MDPHnet's citylevel estimates and CDC's 500 Cities smallarea estimates were moderate to high overall, but there were nonetheless some major discrepancies between these 2 sources for some diseases in some cities. Possible reasons for these discrepancies may lie with MDPHnet, 500 Cities small-area estimates, or both.
Possible sources of error within MDPHnet could include low levels of population coverage in some communities (e.g., Springfield, where MDPHnet coverage is 0.4% of the adult population), poor documentation in the electronic record (e.g., smoking status, body mass index), and reliance on data from a small number of clinical partners at the city level (e.g., some MDPHnet communities are only served by 1 MDPHnet-affiliated clinic, which may in turn serve a limited and nonrepresentative subset of the community). MDPHnet case definitions may misclassify some patients, and MDPHnet may err in estimating the denominator of patients under surveillance since there is no formal enrollment file for clinical practices as there is for insurance plans. There is also potential for MDPHnet to double-count patients that receive care in more than 1 MDPHnet-affiliated practice network. Furthermore, there may be local idiosyncrasies in practice patterns and data quality that introduce error into MDPHnet estimates (local estimates are more vulnerable to this problem than state-level estimates because local estimates often depend on data from a smaller number of practices). The problem of nonrepresentative patient populations may be magnified in jurisdictions with lower rates of health insurance coverage than Massachusetts. Conversely, it may be possible to enhance the accuracy of EHR-based surveillance by being attentive to achieving minimum levels of population coverage, selecting clinical partners carefully to ensure geographic and demographic diversity, working with partners to increase data quality and consistency, and enhancing the disease projection framework to incorporate additional variables beyond age, gender, and race/ethnicity. Possible sources of error in the 500 Cities small-area estimates could include the inherent limitations in trying to extrapolate disease rates using statistical models applied to small numbers of observations. It is notable in this regard that MDPHnet's sample sizes per city were in many cases substantially larger than the entire state-level sample for BRFSS. MDPHnet uses direct observation rather than imputation to estimate local disease rates. In addition, BRFSS disease estimates are based on self-reports, which may correlate poorly with clinical testing. 25 Patients may not be aware of their diagnoses, they may misunderstand their diagnoses, or they may misrepresent data on sensitive issues such as height, weight, and smoking. Finally, BRFSS assessments are based on questions that may not correlate with EHR-based measures of disease. For example, the BRFSS question, "Has a healthcare provider ever informed you that you have asthma?" could encompass a wide range of disease types (e.g., mild occasional wheezing, exercise-induced asthma, severe asthma) at various levels of disease activity (from fully resolved to currently flaring). The MDPHnet asthma case 
EHR-Based Surveillance in Context
Determining whether EHR-based surveillance or BRFSS small-area estimates are more accurate would ideally require detailed in-person clinical evaluations of representative samples of patients in multiple communities to establish a reference standard against which to compare EHR-based surveillance and BRFSS small-area estimates. So long as EHR-based analyses are internally consistent, however, they should be able to facilitate rate comparisons between communities and across time. This may be adequate to help public health agents decide how to deploy resources and monitor the effects of interventions, particularly during urgent situations that require very timely data to inform rapid responses, such as the current opioid crisis. This requires further evaluation.
Our data add to the growing literature on the potential value of EHR data for public health surveillance. New York City officials have shown that EHR-based estimates of city-level smoking and obesity rates compare favorably with those of New York City's Health and Nutrition Examination Survey and Community Health Survey. 16 Researchers in Boston have demonstrated that practice-based estimates of neighborhood smoking rates are similar to local BRFSS-based estimates. 28 And researchers in Denver, Colorado, have demonstrated that distributed analyses of EHR systems provide credible data on changes in obesity over time. 29 Federal support for BRFSS has been declining. This has compelled states and cities either to supplement their BRFSS budgets with additional funds of their own or to decrease their sample size. Smaller sample sizes further constrain the utility of BRFSS for small-area and small-population surveillance. Health departments sometimes combine data across multiple years to increase sample size, but this further delays the availability of results and blunts the capacity to evaluate temporal trends. Investing in EHR-based surveillance systems may ultimately prove to be a costeffective complement to BRFSS and NHANES to monitor selected health outcomes. EHR-surveillance is unlikely, however, to ever replace BRFSS or NHANES. Some outcomes included in BRFSS and NHANES, particularly health risk behaviors and self-perceived health, are poorly and inconsistently documented in EHRs. In addition, clinical providers do not systematically test all patients for all conditions, and thus EHR-based surveillance has limited utility for estimating the frequency of underdiagnosed conditions such as diabetes and hypertension. 30, 31 Public Health Implications
Our data suggest that EHR-based public health surveillance has the potential to generate state and local estimates of disease prevalence that approximate those of traditional sources. EHR-based surveillance can provide public health officials with timely, granular data about health in their communities that can be used to identify priority areas for intervention and to track the impact of public health initiatives. Further work is necessary to assess the generalizability of our findings to other jurisdictions, better define sources of accuracy and inaccuracy in EHRbased estimates, establish the minimal levels of population coverage and population diversity to generate accurate disease estimates, and develop financing and incentive models to facilitate the spread of EHR-based public health surveillance. 
